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AYES recognizes that its information assets play a crucial strategic role and represent a key 
corporate asset that must be protected. For this reason, AYES has approved this information 
security policy, taking into account national and international standards, such as TISAX and 
ISO IEC 27001:2022 

 

Information security is understood as maintaining: 

- confidentiality, i.e., ensuring access to information only to authorized persons; 

- integrity, i.e., safeguarding the accuracy and completeness of information and processing 
methods; 

- availability, i.e., ensuring access to information and associated assets to authorized 
persons who request it without delay. 

AYES is committed to ensuring the confidentiality, integrity, and availability of information, not 
only within its own company, but also that of its customers, employees, and stakeholders in 
general, by applying the principles of need-to-know, least privilege, risk-based thinking, and 
security by design and by default as a corporate culture. 

 

In light of this commitment and based on these principles, AYES has implemented an 
Information Security Management System. This control mechanism, through organizational, 
physical, technological, and personnel measures, allows management to ensure that 
information security is the result of sustainable management rather than mere coincidence 
and individual effort. 

In fact, AYES believes that security achievable through technical measures alone is limited and 
must be supported by adequate information security management procedures, constant risk-
based and improvement-oriented monitoring of the system, as well as training and awareness-
raising among stakeholders. 

 

AYES recognizes that information security is the tangible result of the responsible and 
competent participation and commitment of everyone: employees, customers, and suppliers. 

 

AYES’s information security objectives are:  

- Guarantee the confidentiality, integrity, and availability of information belonging to the 
company, its employees, suppliers, and customers, ensuring that it is managed in 
accordance with national and international regulatory obligations, contractual obligations, 
and the standards to which the company adheres. 
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- Integrate the requirements of the information security management system into company 
processes, keeping the information security management system constantly updated, 
monitored, and aimed at continuous improvement. 

- Assign roles and responsibilities to qualified and competent personnel, free from conflicts 
of interest and subordination, in order to clearly define the management of information 
security in terms of governance, incident management (including data breaches), crisis 
management, and business continuity. 

- Be sensitive to external and internal risks and opportunities to foster a constantly updated 
understanding of the potential impacts that may affect the information managed by the 
company and facilitate a prompt response. 

- Train and raise employee awareness about information security, the implemented 
management system and related policies, procedures, and regulations, potential risks—
increasingly frequent and complex—and ways to prevent them. 

- Communicate with the competent authorities and interested parties about information 
security events that may have a significant impact, in accordance with contractual 
agreements and national and international regulations, and maintain records necessary to 
reconstruct events and their causes. 

- Adopt appropriate physical and technological prevention measures and develop response 
plans for managing crises, incidents, and data breaches or potential breaches; ensuring 
appropriate measures to maintain the continuity of information security. 

- Ensure that the security of information is maintained through its supply chain and the 
technologies used by AYES sharing with its collaborators the security standards expected 
within the collaboration relationship and clearly and transparently allocating the parties' 
responsibilities for the security of information exchanged under the collaboration contract, 
including with reference to applicable legislation. 

- Prevent the loss of copyright by monitoring the software used, whether available online or 
under license, also considering the introduction of artificial intelligence. 

- Evaluate its information security management system, including through independent and 
qualified bodies. 

 

AYES adopts this information security policy and is committed to pursuing its objectives. 

The policy is reviewed whenever changes occur that may be material and impact its 
information security protection objectives. 
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